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1) INTRODUCTION

This handout is intended to be a supplement to the one-to-one lesson of the same
name, which is given by PC Tutor — see www.pctutor.ie for more details. It provides
additional information which helps improve understanding, and also provides
activities to practice key features of programs and web apps covered in lesson.

The handout has been researched from carefully selected internet resources and
eBooks, to gain knowledge of subject area within the scope of lesson. Once relevant
material was understood and practiced, this handout was then compiled and edited
to suit the target audience.

All handouts have been reviewed to make sure they provide plenty of information to
support the Learner during/after lesson. They have also had a technical review, to
ensure that they are technically accurate and in line with latest advances in the area.

PC Tutor has qualifications in both eBusiness Studies (inc MS Office Skills and Web
Authoring) and PC Maintenance at Fetac L5. I have also worked in the computer
business as a Systems Analyst for 6 years and Software Tester for 2 years where I
built up strong computer skills while developing business systems.

This handout will be held in a Google Docs folder, with access provided to Learner’s
via their email address, so they can download handouts for lessons they have
undertaken with PC Tutor.

2) AUDIENCE
Computer users can be divided into five categories:

1. Home user

2. Small office/Home office users
3. Mobile users

4. Large business users

5. Power users.

This guide is aimed at the Home User — Families, school and college Students and
Seniors.

A Home user spends time on the computer for personal and social/business

communications, budgeting and personal financial management, entertainment, and
general web browsing.
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3) INTERNET BROWSER SELECTION

Picking a web browser isn't like picking a computer operating system or smartphone.
Unlike choosing MacOS, Windows, or Android where your choices are mutually
exclusive, switching between browsers isn’t quite as perplexing.

Most people tend to choose a web browser and stick with it for years. It can be hard
to break away from your favourite browser — especially when you've become used to
its special features. But trying a different browser can greatly improve your
experience on the web.

Whatever you are looking for in a browser, which might include: enhanced security,
improved speed, or greater flexibility (through customizable options and plugins) -
the right browser can have a huge effect on your home and working life.

REASONS TO SELECT A PARTICULAR BROWSER

When it comes to browsers comparison articles, you can’t always believe statistics,
and not all surveys agree. But it's probably fair to say that just because more people
use a certain browser, that doesn't make it the ‘best'. It's just one measure, and
there are others of course.

Even if a browser is better than its rivals due to better performance, security or extra
features, they are all free so there’s no limit to how many you can use at the same
time. So, while many would agree when we say that Google Chrome is the ‘best’
web browser, there’s nothing stopping you from using three or four different
browsers for your own particular reasons.

If a specific extension or feature isn't available on your favourite browser, simply
check and see if it is available in another browser. Similarly, if a website isn't
displaying properly or working in one browser, try another. These are the most
common reasons why we use more than one browser.

MOST POPULAR INTERNET BROWSERS

Google Chrome is by far the most used browser, accounting for well over half of web
traffic, followed by Safari (on Apple only) in a distant second place. IE (plus Edge)
comes in third, with Firefox fourth. Opera is fifth with 5% of global web traffic.

Chrome

Safari

Internet Explorer + Edge 9.
Firefox |88

Opera X

20 25 30 35 40 45 50 55 60

Figure: W3Counter’s browser stats for August 2017
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See more at:

https://www.digitaltrends.com/computing/best-browser-internet-explorer-vs-
chrome-vs-firefox-vs-safari-vs-edge/

SEARCHING THE INTERNET

Google is currently the most popular search engine, so popular that it has given rise
to the verb ‘to google’. There are other search engines competing with Google as it
can be very lucrative in terms of advertising revenue if they build their brand name.

From the www.netmarketshare.com, here are market share for Google and other
popular search engines...

Desktop Search Engine Market Share — May 2015

Total Market Share

Ask - Global: 0%
AOL - Global: 0%
“Yahoo-Global: 8%
Bing: 10%

Baidu: 10%—"7""

Google- Global: 7%

IMPROVING YOUR SEARCHES

In today's world, more and more things are done online. Even if you don't consider
yourself a computer person, you now need computer skills in order to conduct
research, shop online, keep in touch with family, and more.

The ability to search for information online is one of the most important information
literacy skills you can possess. By improving your search skills, you can find what
you're looking for more quickly, without having to sift through tons of irrelevant
results.

As you gain experience with search engines, you'll be able to conduct better and
better searches, which means it will become quicker and easier to find what you are
looking for. Here are a few tips for improving your searches:

As you're typing your search terms, the search engine will try to guess what you're
searching for and it will show a list of search suggestions. These can give you ideas
for search terms that you may not have thought of.
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Google

Ireland

recipes|

recipes for slow cooker
recipes for kids

recipes with minced beef
recipes for pancakes
recipes for chicken fillets
recipes for smoothies
recipes for cupcakes
recipes with avocado
recipes for turkey mince
recipes for pork chops

Google Search I'm Feeling Lucky

Learn more

o Search phrases. Put quotes around a phrase so each word in the phrase isn't
searched for separately. For example, if you put quotes around "diabetic
biscuits", the search engine searches for that entire phrase in a webpage. But
if you simply type diabetic biscuits, the search engine searches for each of the
words individually where both words appear anywhere in article.

« Exclude words. Use a hyphen (-) at the beginning of a word to exclude
search results containing it. For example, macaroni -cheese. Note that there is
a space before the hyphen, but not after it. In many search engines the word
NOT (in all caps) is used, as in macaroni NOT cheese.

o Use OR. You can use OR (all caps) to include either of two search words. For
example, soup recipe tofu OR fish should return recipes for soup that contain
tofu or fish (or both). You could also search for soup recipe tofu OR fish OR
chicken OR beef.

See more at:
http://www.gcflearnfree.org/searchbetter/google-search-tips

POPULAR ADD-ONS FOR CHROME AND FIREFOX

Browser add-ons (Firefox) or extensions (Chrome) can make your browser do just
about anything. But which add-ons are the most useful? Here is a selection of the
best ones for improving your browsing experience.

LastPass (Firefox & Chrome) - With LastPass you can sync your passwords to your
phone and all of your other devices. LastPass also makes logging into sites faster on
your desktop, so it's the ideal password management system.

PC Tutor Tip: If you use Chrome Browser, there is a Password Manager included
within Google Sync which is also worth checking out.

D

AddBlock Plus (Firefox & Chrome) - If you're tired of ads getting in your way this
add-on blocks ads on just about any page you come across. It'll also protect
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your privacy across the web, block other sections you want to hide (like YouTube
comments), and even block malware.

Gmail Offline (Chrome) — This add-on caches Gmail messages locally, like a
traditional email desktop app, allowing you to read and reply to messages
without an active connection. Saved replies are then sent the next time a
connection is available.

Research and Bookmarking Add-ons

If you're using the web for research, you may need to compile your results as easily
as possible and note a few sites for future reference. Here are tools for saving those
relevant bits of information, and for compiling and managing your bookmarks.

Evernote Web Clipper (Firefox & Chrome) — Evernote is a fantastic note and article
organiser and the best way to send internet articles to Evernote is by using the Web
Clipper. A user simply clicks on the Evernote Web Clipper Icon on the toolbar and it
shows a dropdown list of options which allows you to select which Evernote Folder
you want to save the article in.

Bookmark Manager (Chrome) - This is the easiest way to organize your
bookmarks and folders without skipping around multiple menus or bars. The
Bookmarks Manager lets you order your bookmarks, make and organize folders,
rename or edit bookmarks, and search all of your links.

FreshStart — Cross Browser Session Manager (Chrome) — This add-on saves
your favourite tab sessions for easy loading and keeps note of what tabs you
had open on another computer.

Search Plus (Chrome) = This add-on helps to find the tabs you're looking for from
all opened tabs regardless of window. You can also manage the found tabs
easily and quickly.

Weava Highlighter (Chrome) —=This add-on makes it possible to highlight,
annotate, and bookmark online research with multiple colours and organize the
results into collections.

NoSquint Plus (Firefox & Chrome) - if the combination of the colour and font size
on a website is wrong, reading a page might strain your eyes or it may turn out
to be unreadable. NoSquint Plus can fix this by letting you set global or site-
specific zoom levels, and change foreground and background colours.

Mercury Reader (Chrome) — This tool does a great job of stripping a webpage
down to basic text and images, so you can focus more easily on the content. To
customise the page, tap on the extension’s settings button where you can adjust
text size, typography and theme.

See more at:
https://www.digitaltrends.com/computing/best-google-chrome-extensions/3/
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ACTIVITIES - INTERNET BROWSER SELECTION

adat 4@
N,W\N A Clip a Job Advert for your ideal job from recruitment
website

1. Download and install Evernote using the following link :-
https://evernote.com/download/
2. Signup for a free Evernote account.

3. Create the following Notebook structure within Evernote for storing clipped job
adverts and other job-related items.

Job Search
01 - Jobs to Consider
05 — Jobs to Aim For in the Future
10 — Jobs to Apply For Now
15 — Job Apps Submitted
Job Advice
Job Cover Letters
Job News

4. Start the Firefox or Chrome browser and install the Evernote Web Clipper Add-

on.

Open the website www.irishjobs.ie and search for a job which interests you.

6. Clip a job that meets your requirements into the appropriate notebook above
depending on how you would classify it.

w

--- End of Activity ---
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iy Ab, Set-up a Browsing Session for Buying a Laptop

otV

1. Install the Tab Manager add-on within the Firefox browser or Freshstart
extension within Chrome browser.
2. Set-up browsing tabs to the following computer websites...

Regular Stores
www.harveynorman.ie
www.pcworld.ie
www.did.ie

Online Stores

www.dell.ie

www.elara.ie
www.businessdirect.btireland.com

3. Browse the above websites and select a computer with the following typical
home user specifications:

Brand: Lenovo, HP or Dell

Screen: 15.6" Matte

Processor: Intel Core i3 or i5

OS: Windows 10 Home Edition

RAM: 8 GB

Hard Disk: 1-3 TB

Price: within your budget — expect to pay about €500-€700

4. Clip the laptop product details for matching laptops into Evernote Notebook -
‘Laptop Buying Research - 2016'.

Shortlist your selected Laptops into your top three.

Make final decision on which one to buy.

7. Save browsing session for future use.

o u

--- End of Activity ---
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4) GENERAL INTERNET BROWSING

One of the main benefits of the internet is that over the past 20 years there has
been a big build up of a vast amount of information from many sources. These
sources include academic institutions, governments, political parties, medical

institutions, support groups, private companies, interest groups, individuals and

hobbyists etc

So, for someone doing research for an assignment for college or for a report in a
company, they are able to access a significant amount of information which is freely
available to them. Unlike in the past before the internet, when someone doing
research would have had to go to a library and take notes from books.

Usually the first port of call for many people is to use a search engine like Google,
Yahoo, Bing or Ask. These search engines are very well known and enable someone
to easily find articles related to their chosen topic. It might also be worth saying,
that these search engines are not comprehensive, so it might also be necessary to
explore the search facility of each selected website. Additionally, it may be
necessary to purchase online books or course to achieve a more in-depth

understanding.

GENERAL WEBSITES TO BROWSE

Watch RTE TV Player

https://www.rte.ie/player/ie/

Browse a news website to get the latest
news.

www.independent.ie

Book a Coach/Rail Trip

www.buseireann.ie

Play online Radio Stations from Ireland
or abroad.

www.liveradio.ie

Check Youtube for Interesting videos

www.youtube.com

Use government websites to answer a
query or download a form.

WWW.gov.ie

Renew a book in library or check
catalogue.

libraries.dlrcoco.ie

Check music or theatre events and book
a ticket online.

www.entertainment.ie

Check out know-how websites to find out
how to convert CD to MP3.

www.wikihow.com

Book an online course to develop a
leisure area of interest.

www.udemy.com

Page 10



https://www.rte.ie/player/ie/
www.independent.ie
http://www.buseireann.ie/
http://www.liveradio.ie/
http://www.youtube.com/
http://www.gov.ie/
http://www.libraries.dlrcoco.ie/
http://www.entertainment.ie/
http://www.wikihow.com/
http://www.udemy.com/

TYPES OF WEBSITES

When you're looking for information online, it's a good idea to be aware of what
types of websites are available and what kind of information they contain.

Depending on what you're looking for, you may find that certain types are more
relevant to your search than others.

Type of Website

Description

Example

Commercial Site

Most companies have websites to
promote or give information about their
product or services. Although these
sites often have relevant information
they are sometimes biased. If the site
makes claim that seem to be too good
to be true, see whether other sites
support or refute the claims.

www.did.ie

WWW.argos.ie

Organisations

Organisations, like other companies,
usually have websites to promote their
operations and provide information to
public. They are also likely to be biased
in favour of their own products or
services.

www.rte.ie

www.Vvhi.ie

WWWw.gov.ie

News Sites Many people these days pick up the www.independent.ie
main news storles_ onine. Itis f.-]lso www.theiournal.ie
possible to subscribe to news sites to
get premium content in an online www.bbc.com
version of the printed paper.

Blog Blogs are usually written by individuals | Photography Blog -
who have views to express or are www.foxglovelane.com
experts in a particular value. There are
many different types of blogs such as _
news, hobbies, humour, photography | Blog Award Winners
and more. 2014

Wiki A Wiki is a site which lets users add or www.wikipedia.com
modify content. The quality of articles
in @ wiki can vary widely, but well-
written ones always provide links to
sources for further reading.

Colleges and These websites usually provide general | www.ucd.ie

Universities information for current and prospectlve www.dit.ie
students about courses provided, _
facilities on campus and guidelines for | Www.dcu.ie
students to follow.

Databases Databases are collections of information | www.imdb.com

often from a variety of sources, which
have been compiled and presented in a
structured and easy-to-navigate format.
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Portal Site

Website that serves as a gateway or a
main entry point on the internet to a
specific value-of-interest or an industry.

www.irishhealth.ie

Forum

A forum is a website where people can
have discussions, known as a thread.
The threads will usually stay on the site
when the discussion is over and will
come up in Google searches.

www.boards.ie

Question and
Answer Site

Similar to a forum but there is more
emphasis on answering an original
question maybe put forward by
someone who is new to a particular
value like say photography or maybe a
more technical question by someone
trying to find some specific help.

WWW.answers.com

See more at:

http://www.gcflearnfree.org/searchbetter/all-about-online-search/full

ACTIVITIES — GENERAL INTERNET BROWSING

Mm\w 2

Check out entertainment events occurring next month

Search the Tickemaster or Eventbrite website and check out events that are
occurring next month.

potivity %

Identify training needs and search for suitable courses

Identify training needs to progress with your career and search an online course
provider like Udemy.com for suitable online courses to do.
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5) GMAIL BEGINNERS TUTORIAL

Email is an electronic equivalent of sending a letter over the internet. An email is
composed on your computer and can be sent to another users email account at no
cost besides your broadband connection fee.

The email would arrive in the receiver’s email account within seconds and it would
then be up to them to check their account. As most computer users these days
have an always on connection this makes it easier to check their account regularly.

There are two methods of checking an email account, either by using a Mail Client
Application like Microsoft Outlook or using a webmail service like Google’s Gmail or
Hotmail provided by Microsoft. Webmail is quite popular as it allows a person to
check their Email in an Internet Café or while at work where there is a computer
nearby.

If you are using an Email Client program other than Webmail then you will need to
setup an account within it, before you can send and receive email. So, contact your
Internet Service Provider (ISP), usually the same company as the one which
provides your broadband connection, and request the following information :-

1. the name of your POP (Post Office Protocol) server, which is your inbound mail
server which receives your email. This is often the domain name preceded with
the word "mail".

2. the address of the SMTP (Simple Mail Transfer Protocol) server. A SMTP server
sends your outgoing e-mail. This is often the domain name preceded with the
word "mail" or "smtp".

3. your user name. "msmith" in the example above

4. your password

Your e-mail address is usually made up of your user name, followed by an @ sign,
followed by the domain name of the Internet Service Provider (ISP) through which
you are connecting to the Internet.

GMAIL TUTORIAL

Check out link below to learn the basics of using Gmail...
https://www.gcflearnfree.org/gmail/

Alternatively, if you prefer to watch a short training video, click on this link...
https://www.youtube.com/watch?v=C7C4BNeGsxo
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ACTIVITIES - GMAIL

W 33 Using Gmail - Filter Emails from Shopping Websites
pctiV

1. Subscribe to Shopping or Coupon Websites where you want to receive regular
newsletter emails like Argos, Littlewoods, Livingsocial, Voucherpages or Groupon.

2. When the newsletter email arrives, click on the checkbox beside the email to
highlight it, options will then be displayed which can be applied to email.

- v Archive Spam Delete Mark as read Move to ~  Labels ~ More ~ 1-50 of 26,950 > Q v
sportsdirect.com Shopping  Price Crash | Up to 90% off SoulCal! - View Web 09:49 s
sportsdirect.com Shopping  Price Crash | Up to 90% off SoulCal! - View W« 09:42

3. Select the More menu and click on the Filter option

- Archive Spam Delete Mark as read Move to ¥ Labels v More v 1-50 of 26,951 >
Mark as unread
v sportsdirect.com Shopping Price Crash | Up to ¢ - 8
Mark as important
sportsdirect.com Shopping  Price Crash | Up to Add to Tasks bl
Software Testing Help Top 10 challenges te ~ Add star )
Fotolia.com Download this week's free im I ;:It:'r messages like these| 3
ute
Silicon Republic : [Silicon RePUL..vy cvmvr e v cmmen v v o was <3

3. When the screen below is displayed — cllick on the ‘Create filter with this search’
option

from:(sportsdirect.com@enews.sportsdirect.com)

Filter
From

sportsdirect.com@enews.sportsdirect.com
To

Subject

Includes the words

Doesn't have

O Has attachment

U Don'tinclude chats

Size greater than % MB

“ ICreate filter with this search »I

L1
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4. Set the ‘Apply the label’ option to ‘Shopping’ and then click on option ‘Apply filter
to matching messages’, followed by ‘Create Filter’

from:(sportsdirect.com@enews.sportsdirect.com)

« back to search options

When a message arrives that matches this search:
OJ Skip the Inbox (Archive it)

O Mark as read

O Star it

& Apply the label: Shopping %

Forwardit add forwarding address
O Delete it
O Never send it to Spam
O Always mark it as important
O Never mark it as important

U Categorise as: Choose category... =

Create filter IE’I Also apply filter to matching messages.l

Learn more

--- End of Activity ---
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6) ‘'SURF’ INTERNET SAFELY

Online Security is a branch of computer security specifically related to Internet which
includes browser security but also network security, while operating system security
is included at a more general level.

Browser security is where internet browsers are protected from malware like
spyware and phishing which can compromise user security while browsing the
internet.

THE RISKS OF USING INTERNET

The risks of visiting malicious, criminal or inappropriate websites include:

e Viruses and spyware (collectively known as malware).

e Phishing, designed to obtain your personal and/or financial information and
possibly steal your identity.

e Fraud, from fake shopping, banking, charity, dating, social networking,
gaming, gambling and other websites.

e Copyright infringement — copying or downloading copyright protected
software, videos, music, photos or documents.

e Exposure to unexpected inappropriate content.

e When you use the internet, your internet service provider, search engine, law
enforcement agencies and possibly (if browsing at work) your employer, will
still be able to see which sites you have visited or keywords you have
searched for.

PRECAUTIONS TO TAKE WHILE USING INTERNET

Here are the main precautions to take before accessing Internet...

e Always ensure that you are running the latest version of your chosen browser
that your operating system will support. Also, be sure to download and install
the latest updates.

e Ensure you have effective and updated antivirus/antispyware software and
firewall running before you go online. — see section Choosing anti-virus/anti-
spyware Software

To prevent unauthorised access to your personal details or to avoid fraudulent
websites...

e Always remember to log out of a secure website when you have completed
your transaction, and before you close the browser. Closing the browser does
not necessarily log you out.

e Check for presence of an address, phone number and/or email contact -
often indications that the website is genuine. If in doubt, send an email or call
to establish authenticity.

e Check that the website’s address seems to be genuine by looking for subtle
misspellings, extra words, characters or numbers or a completely different
name from that you would expect the business to have.

e If there is NO padlock in the browser window or *https://’ at the beginning of
the web address to signify that it is using a secure link, do not enter personal
information on the site.
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e Websites which request more personal information than you would normally
expect to give, such as user name, password or other security details IN
FULL, are probably malicious.

e Avoid ‘pharming’ by checking the address in your browser's address bar after
you arrive at a website to make sure it matches the address you typed. This
will prevent you ending up at a fake site even though you entered the
address for the authentic one. This can occur due to browser malware which
redirects a user to a fraudulent website.

e Always get professional advice before making investment decisions. Sites that
hype investments for fast or high return — whether in shares or alleged
rarities like old wine, whisky or property — are often fraudulent.

Above Risks and Precautions taken from:

https://www.getsafeonline.org/protecting-your-computer/safe-internet-use/

COOKIES

Cookies are stored on your computer, smartphone or tablet, by websites to store
information about your browsing habits during sessions. Most of the time they are
innocuous — where they keep track of your username and usage preferences -
(username is stored so that you don't have to log into a website every time you visit
it). However, some are used to track sites you visit so that they can target
advertising at you, or by criminals to build a profile of your interests and activities
with a view to fraud.

As these cookies usually store relevant information to provide a seamless user
experience on a website, some websites will not work if you block cookies
completely. So, rather than setting your browser to block them, an alternative
solution is to use an add-on like Privacy Badger (available for Chrome or Firefox)
or Stealth Mode (available for Chrome), to block tracking cookies. See section
Privacy and security Add-ons for more details.
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REVIEWING YOUR GOOGLE ACCOUNT

PC Tutor Note: I recorded the steps below when I reviewed my own Google Account

Privacy Settings (June 2018). As I am an experienced computer user, I can

hopefully demonstrate good practice when making these changes.

Getting Started

To get started with reviewing your Google Account, visit My Account, which takes
you to a dashboard with sections for Sign-in & Security, Personal info & Privacy, and
Account Preferences.

Your personal info

The first section to check is ‘Your personal info’ where you can manage this basic
information — your name, email and phone number — to help others find you on
Google products like Hangouts, Gmail and Maps, and make it easier for others to get
in touch. The About me section is particularly important as it controls what people
see about you across the Google products.

hitps://myacc

Welcome, Brendan Treacy

Control, protect and secure your account, all in one place

My Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy and decide how your information can make Google

@ Sign-in & security >

Control your password and Google Account
access.

Signing in to Google
Device activity & security events

Apps with account access

Security Check-up
Protectyo Tt in justa few
minutes by reviewing your security
settings and activity

GET STARTED

;=" Find your phone
! | Wnether vou foraat where vou left it or
om/privacy#personalinfo

services work better for you.
& Personalinfo & privacy >

Manage your visibility settings and the data we use
to personalise your experience

Your personal info

Contacts

Manage your Google activity
Ads Settings

Control your content

Privacy Check-up
Take TS qOrek eheck-up to review

important privacy settings and adjust
them to your preference

GET STARTED

Last check-up: 3 hours ago

L2 Account preferences >

Adjust account settings, such as payment
methods, languages and storage options

Payments

Purchases, subscriptions & reservations
Language & Input Tools

Accessibility

Your Google Drive storage

Delete your account or services

The next step is to perform a Privacy Checkup and Security Checkup.
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Perform a Security Checkup

When you click Security Checkup, a pop-up will show the following info:

« Your devices

e Third-party access

e Recent security activity

o 2-Step Verification (whether it's on or not).

Google o ﬂ

Security Checkup

@

6 issues found

Your devices

Fix 2 issues with your devices

Third-party access

4 open issues

0 Recent security activity
No events in 28 days

0 2-Step Verification

2-Step Verification is on

Continue to My Account

Any items marked with a yellow warning exclamation circle should get a once over.
For example, if you see devices you no longer use listed under ‘Your Devices’,
remove them. Third-party access will list apps and services that have access to your
Google data - some of which could be problematic.

See this article for more details...

https://www.pcmag.com/article/360238/how-to-manage-your-google-privacy-
settings
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Performing a Privacy Check-up
A Privacy Check-up lets you review important settings that determine what data is
stored by Google and how they use data they hold.

Google Activity Control: Web & App Activity

If you turn this setting on, Google will save your searches and other Google activity
to your Google Account. You can also choose to save which apps you use, your
Chrome history and which sites you visit on the web.

Privacy Set-up > Web & App Activity > Activity Controls

|

Web & App Activity o

Saves your activity on Google sites and apps to give you faster searches, better
recommendations and more personalised experiences in Maps, Search and other Google

services. Learn maore

Include Chrome history and activity from sites, apps and devices that use Google services

MANAGE ACTIVITY

Activity may be saved from another account if you use a shared device or sign in with

1

multiple accounts. Find out more at support.google.com.

What is effect of Pausing Web & App Activity?
e Pausing Web & App Activity may limit or disable more personalised experiences
across Google services.

e Pausing this setting doesn't delete any of your past data. You can see or delete
your data and more at myactivity.google.com.

Click on above link to take you to My Activity page and select Delete activity by as
shown in screenshot below...

Note: As the data stored can be somewhat personal e.g searching for a suspected
health condition, I suggest that that this setting is turned off and all past activity
deleted. Before you do, be aware that this setting also affects what adverts you see
as they are personalised using your Web activity — see section Make ads more
relevant to you
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Google My Activity > Web & App

Bundle view

Q

Item view
< Filter by date & product

Delete activity by
0 Only you can see this data. Google protects your privacy and security. Learn more

Other Google activity

Activity controls Web & App Activity

Your Web & App Activity helps Google give you

My Account @ more personalised experiences across Google
services. For example, you can easily pick up
where you left off or get more relevant search

Help (7] results, helpful app and content
recommendations (=)
e
Send feedback You can delete some or all of this data, or . ] '|_'
change this setting. Learn more

CHANGE SETTING

Today

@ Some activity may not appear yet

ITEMS CHROME ANDROID ADS HELP SEARCH

51 — —_— - - -

Privacy + Terms

Delete by topic or product

Search by keyword or filter by product, then select Delete results from the more

options i menu, to delete all matching activity

TRY IT

Delete by date

All time v

After v  Before v
All products -

DELETE

For Delete by date value above, select All time

/

Delete all your activity?

Deleted data can't be recovered. Learn
how Google deletes your data, and what
data Google keeps and why, at
policies.google.com.

CANCEL  DELETE
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Main points from policies.google.com when link above is clicked

When you delete data, we follow a deletion policy to make sure that your data is
safely and completely removed from our servers or retained only in an anonymous
form.

When you delete data in your Google account, we immediately start the process of
removing it from the product and our systems. First, we aim to immediately remove
it from view and the data may no longer be used to personalise your Google
experience.

We then begin a process designed to safely and completely delete the data from our
storage systems. Safe deletion is important to protect our users and customers from
accidental data loss. Complete deletion of data from our servers is equally important
for users’ peace of mind. This process generally takes around two months from the
time of deletion. This often includes up to a month-long recovery period in case the
data was removed unintentionally.

Our services also use encrypted backup storage as another layer of protection to
help recover from potential disasters. Data can remain on these systems for up to
six months.

Google Activity Control: Location History

Google stores your location (if you have location tracking turned on) every time you
turn on your phone. You can see a timeline of where you‘ve been from the very first
day you started using Google on your phone.

Click on this link to see your own data: google.com/maps/timeline?...

Here is a map of every place I have been to since starting using Google on my
Android phone about two years ago. You can see the time of day that I was in each
location and how long it took me to get to that location from my previous one.

2 Timeline TODAY

Letterkenny oLONdonderry
& erry

YEAR MONTH DAY & oBallymena

cBelfa

Athlone

ingar
o Hin
Gu\‘\]rmy

Ireland ° s

)
Limerick Kilkenny
o Q

Clonmel Wexford
Tralee ? " waterford 4
o o

Cork
o
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Location History ®
Saves where you go with your devices to give you personalized maps, recommendations
based on places you've visited, and more. Leamn more

MANAGE ACTIVITY

Pausing Location History?

Turing off this setting may limit or disable personalised experiences across Google
services. For example, you may not see recommendations based on places you've
visited or helpful tips about your commute.

This setting does not affect other location services on your device, like Google
Location Services and Find My Device.

Some location data may be saved as part of your activity on other Google services,
like Search and Maps.

Pausing this setting doesn't delete any of your past data. You can see or delete your
data and more at maps-geegte-com/timetine:

Note: Although this setting can allow location data to be stored about a persons’
daily travels, I suggest that that this setting is left ON, as it can be convenient when
travelling to get location specific search results.

Google Activity Control: Device Information

The Device Information setting saves a copy of some information from your phone
or tablet, including:

« Contacts
« Calendars
e Apps

e Music

« Information about the device, like battery level

This information is private. You can only see it when you're signed in to your Google
Account.

Note: As the data stored is key user information, I suggest that this setting is left ON
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Google Activity Control: Voice and Audio

When you use voice commands (such as 'Ok Google') or touch the microphone icon,
Google saves your voice and accompanying audio.

Note: This setting is of low importance, so it's probably best to leave ON

Google Activity Control: Youtube Search History
This can help make future searches faster and improve recommendations in
YouTube and other Google services.

Note: This setting is of low importance, so it's probably best to leave ON

Google Activity Control: Youtube Watch History
This can help make your recently watched videos easier to find and improve
recommendations in YouTube and other Google services.

Note: This setting is of low importance, so it's probably best to leave ON

Manage what you share on YouTube

Choose who can see your YouTube videos, likes and subscriptions, and decide where
you share them.

Manage your Google Photos settings

Choose whether you want to remove geolocation from your photos when you share
them by link.

Help people connect with you

Let people with your phone number find and connect with you on Google services,
such as video chats.

You can make it easy for people who have your phone number to get in touch with
you across Google services. For example, friends can send you a message or photo
without having your email address or other contact information.

If this setting is off, people might not be able to use your phone number to find your
name, photo, or other information you've made visible.

Choose what Google+ profile information you share with others
tba
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Make ads more relevant to you

You can change the types of ads you see from Google when you adjust your
interests, age and gender or opt-out of ads based on your interests. Please note that
you will still see ads after opting out — they’ll just be less relevant.

Remember, Google makes the majority of its money by showing you ads in search
results and on Gmail, YouTube, and Google Maps (plus elsewhere across the
internet). You're not going to turn them off here—for that, you need an ad-blocker
program like Adblock Plus—all you can do here is limit how much you are targeted.

Note: If you are NOT using an AD Blocker as mentioned above, it is probably best to
leave this setting ON. Because, if you must see adverts while browsing, it is better
that they are personalised to some extent. But even with an Ad Blocker in use, it
will have to be disabled for some websites to work properly. The bottom line is that
viewing ads is unavoidable when browsing the internet.

Update this section with points from...
https://www.getsafeonline.org/protecting-yourself/privacy/

Internet Privacy Protection Levels

There are 5 levels of Internet Privacy and Security which should be set-up on your
home computer to maximise your protection online:

1. Set browser standard privacy features.

2. Install most effective privacy and security add-ons to your browser.

3. Configure your Anti-virus and check it includes a web and email shield.
4. Make sure you have a Firewall active at all times.

If you use your laptop computer in public WIFI areas then...
5. Install a VPN like CyberGhost

Browser Privacy Features

The most common internet browsers enable you to manage your privacy settings
such as allowing and blocking selected websites, blocking pop ups and browsing in
private. All popular browsers will allow you to do this in slightly different ways, so we
recommend that you visit the security and privacy section of their websites, or the
help area of the browsers themselves.

See the following link to maximise Firefox Browser privacy.

http://www.howtogeek.com/102032/how-to-optimize-mozilla-firefox-for-maximum-
privacy/

See the following link to maximise Chrome Browser privacy.

http://www.howtogeek.com/100361/how-to-optimize-google-chrome-for-maximum-

privacy/

Privacy and security Add-ons
Privacy Badger (Firefox & Chrome)
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Privacy Badger blocks spying ads and invisible trackers. It ensures that companies
can't track your browsing without your consent.

Disconnect (Firefox & Chrome)

Disconnect is an add-on that blocks web trackers from gathering your personal
information. Because it blocks tracking elements from over 2,000 sources,
Disconnect claims to speed up page loading by upwards of 27%.

HTTPS Everywhere (Firefox & Chrome)

HTTPS is a more secure web-browsing protocol that encrypts all of the web data
that’s transmitted between the server and your browser. So even if someone
intercepts your connection, they won't be able to read the data. Even if a particular
web page doesn't support encryption, the add-on can get around it by rewriting the
requests behind the scenes.

https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure

Adguard AdBlocker (Firefox & Chrome)

This top-rated extension does a nice job of removing ads, even in YouTube and
other videos, without hindering browser performance. The extension offers plenty of
customizable settings, plus phishing and malware protection. The developer also
claims that Adguard works even on sites that use anti-ad-blocking scripts.

Stealth Mode (Chrome)

From the developer of Adguard AdBlocker, Stealth Mode gets equally high marks
from reviewers. The extension blocks third-party cookies and prevents online
trackers from collecting information about you.

See more at:-

http://www.makeuseof.com/tag/completely-secure-11-must-have-firefox-addons-

security/
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Check that Anti-virus Web and Mail Shield are Switched On

Within Avast Internet Security suite, make sure that the Web and Mail Shield option
on the Active Protection screen are switched ON.

General -E\tl:llﬂ]st! Settings

Active Protection

Update

| —— : e
bz rpsion ' File System Shield Customise
Tools B Mail Shield Customise
Troubleshooting -

& Web Shield Customise
About Avast

@ Secure DNS

E@ Antispam Customise

[ 6 Firewall Customise

Cancel

Switch on Firewall

Within Windows 10, there is a firewall built in which will provide standard protection
against threats. For instructions on how to turn it on, check out the link below :-

http://www.computerhope.com/issues/ch000551.htm

While with Avast Internet Security, the Firewall can be turned on also on the Active
Protection Screen as shown above.

Note: Only one firewall can be switched on at any time so it is preferable to use the
firewall included within your anti-virus suite as it would offer a higher level of
security.

Definition: Firewall - A firewall allows or blocks traffic into and out of a private
network or the user's computer. Firewalls may also detect outbound traffic to guard
against spyware, which could be sending your surfing habits to a website.
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7) CHOOSING ANTI-VIRUS/ANTI-SPYWARE SOFTWARE

It is important when choosing anti-virus/anti-spyware software to be vigilant in
selecting a reputable company, as there are many fake anti-virus/anti-spyware
which claim to clear viruses but are actually a threat in themselves.

Expensive and popular does not always mean the best. For example, two of the
most popular — Norton and McAfee have in the past been outperformed by free
alternatives like AVG and Avast.

In most cases, these so-called ‘free’ products are no-frills versions of commercial
products which the manufacturer hopes you will upgrade to in the future. The
protection factor is likely to be equivalent to the paid-for version, but there may be
limited or no technical support and some reduced functionality, for example in
scheduling full scans.

STANDALONE OR SECURITY SUITE ANTI-VIRUS SOFTWARE.

Most anti-virus/anti-spyware software companies sell both a Standalone Program
that only scans for viruses, as well as selling full security packages that provide other
protection including firewall, spam filtering, anti-spyware and parental controls.

A Security Suite should include everything you need to protect your PC against
online threats, is easy to use as everything is controlled from one screen, and is
cheaper than buying each component separately.

HOW TO CHOOSE AN ANTI-VIRUS SOFTWARE

Once you have assessed your needs and decided whether you want a stand-alone
product or a security suite, you can begin the process of choosing an antivirus
software. Follow these steps before buying your software:

« A good antivirus software should offer real-time protection (meaning it's
always on) and auto-update feature to guard against new viruses

» Investigate how easy a product is to set up and use. Download a free
trial version of the software you are interested in, and try it out. Do not
install more than one trial version at a time because they may interfere with
each other. Make sure also that it doesn’t slow down your PC significantly
when the Real-time protection and Web Shield are switched on.

» Make sure the product you are considering has multiple options for
Technical Support, including email and a help line.

See more at:
https://www.getsafeonline.org/protecting-your-computer/viruses-and-spyware/

http://www.gcflearnfree.org/internetsafety/3/print

Page 28



https://www.getsafeonline.org/protecting-your-computer/viruses-and-spyware/
http://www.gcflearnfree.org/internetsafety/3/print

APPENDIX 1 - COMPUTER SOFTWARE TYPES

There are so many new computer programs available for download from the internet
that making an informed choice can be really difficult. Computer software is of four
main types:

Commercial software

Computer programs that are designed, written and marketed by commercial
software developers, which you pay for at the point of purchase and which are fully
copyright protected - for example Microsoft Office.

Freeware

You can download, use and copy freeware programs without restriction. Whilst they
have the advantages of being free, a potential disadvantage is that there is no real
way to get support for them, or to make improvements. Freeware usually, but not
always, comprises small programs developed by enthusiasts.

Open source software

Similarly to freeware, open source software is generally free to download, use and
copy without restriction. With open source, however, the source code is available to
all potential users, who can use, modify, and re-distribute it. In practice open source
software and support services are free to both users and developers, although
ancillary services can sometimes be charged for.

Shareware

You can download and try shareware for free, but if you use it, you have to pay for
it. Itis a 'try before you buy' software offer with full or limited program features.
With shareware, the original creator keeps full control of the intellectual property. In
effect shareware is little different from commercial software, its main benefit being
that you can download and try it for free, without upfront investment.

See more at:

http://digitalunite.com/quides/using-internet-0/searching-browsing/quide-copyright-
online
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